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Privacy Protection of Health Information: Patient Rights and
Pediatrician Responsibilities

ABSTRACT. Pediatricians and pediatric medical and
surgical subspecialists should know their legal responsi-
bilities to protect the privacy of identifiable patient
health information. Although paper and electronic med-
ical records have the same privacy standards, health data
that are stored or transmitted electronically are vulnera-
ble to unique security breaches. This statement describes
the privacy and confidentiality needs and rights of pedi-
atric patients and suggests appropriate security strategies
to deter unauthorized access and inappropriate use of
patient data. Limitations to physician liability are dis-
cussed for transferred data. Any new standards for pa-
tient privacy and confidentiality must balance the health
needs of the community and the rights of the patient
without compromising the ability of pediatricians to pro-
vide quality care.

ABBREVIATIONS. HIPAA, Health Insurance Portability and Ac-
countability Act of 1996; IRB, institutional review board; EDI,
electronic data interchange; UPI, unique patient identification
(number).

responsible for the security and confidentiality

of medical records in their possession. Federal
and state legislation has been enacted to regulate the
privacy and protection of these records.! Currently
more than 40 states have statutes imposing civil or
criminal penalties for impermissible disclosure of
medical information.?

The Health Insurance Portability and Accountabil-
ity Act of 1996 (HIPAA)? authorizes the federal gov-
ernment to establish a national standard for medical
record privacy either by legislative or regulatory ac-
tion. Such federal standards are important, and care
should be taken to balance the needs of society to
advance public health and individual rights to pri-
vacy. The benefits to a community that may result
from clinical and outcomes research, enforcement of
health regulations, and risk management audits
based on data harvested from patient records must
be weighed against the risks of unauthorized access
to individual health data. The American Academy of
Pediatrics recommends that legislated or regulated
provisions accommodate the unique needs of pedi-
atric patients—newborns, infants, children, adoles-
cents, and young adults. Furthermore, the American

I )ediatricians or their affiliated institutions are

The recommendations in this statement do not indicate an exclusive course
of treatment or serve as a standard of medical care. Variations, taking into
account individual circumstances, may be appropriate.
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Academy of Pediatrics urges that legislated or regu-
lated standards also address security requirements
for electronic data transmission of health informa-
tion.

These requirements should be reasonable and ap-
propriate for the technology used to store, update,
and transmit data. Most importantly, the security
provisions should not unduly burden physicians or
impede the provision of health care. The ability to
transmit data electronically and the emergence of
computerized medical records raise new issues
about the responsibility of pediatricians transmitting
patient-specific information.*

Although the principles of privacy protection ap-
ply equally to paper and electronic records, elec-
tronic data files are disseminated more easily than
paper records and therefore may be more easily sub-
ject to unintended use. For example, data that in-
clude patient identification may be transmitted elec-
tronically to personnel of a health insurance payer to
facilitate claim adjudication for reimbursement.
Health insurers may also be required to use these
data to comply with regulating organizations such as
the National Committee for Quality Assurance
(NCQA) Health Plan Employer Data and Informa-
tion Set (HEDIS) measurements. However, these
data can also be used to link a diagnosis code or
demographic data to other clinical data or laboratory
results. Data that disclose health conditions poten-
tially associated with high financial costs may be
used to discriminate unfairly against patients. Mis-
use of patient information for purposes unintended
by the patient or pediatrician or not delineated in the
providers’ contractual documentation violates the
right to privacy of patients.

Pediatricians or their affiliated institutions are ob-
ligated to protect the confidentiality of all patient
medical records. Protection can be achieved by im-
plementing security policies to control access to pa-
tient records, requiring appropriate authorization be-
fore releasing health data, and providing additional
security measures to more sensitive data.

PRIMARY AND SECONDARY USES OF HEALTH
DATA

Decisions to monitor, restrict, or control access to
individual medical records may be evaluated by de-
termining whether those accessing information are
primary or secondary users of health information.®
Primary users are clinicians (physicians, nurses,
nursing assistants, therapists, and other allied health
professionals) who need access to patient informa-
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tion to provide appropriate health care to the patient.
At least one state has enacted legislation prohibiting
the transfer of maternal health information to the
child’s hospital nursery. The restrictions on provid-
ing information may put the health of the newborn at
risk by not allowing essential maternal history to be
available to the newborn’s clinicians.

Secondary users of health data include researchers,
educators, third-party payers, business administra-
tors, legal representatives, auditors, employers, pub-
lic health officials, and quality assurance and utiliza-
tion review staff who may or may not also be
clinicians. The secondary users’ need for access to
health data may be unrelated to the patient’s treat-
ment. Patients have a right to be notified of the
individuals, organizations, and government agencies
that have authority to access or receive data from
their medical records. Health insurers or payers who
require access to patient records as part of their
ongoing quality improvement program or utilization
review should be required to notify insured patients
of this requirement. Disclosures about the need to
review or excerpt patient data should specify
whether these aggregate data or data that identify
individuals are analyzed and for what purpose. If
traceable patient data are used, secondary users
should be required to abide by federal security pro-
visions to protect patient confidentiality.

ACCESS TO MEDICAL RECORDS

Medical records are the property of the institution
at which they were created, but patients generally
have certain rights to the information contained in
the records, which vary from state to state.® Pediatri-
cians and their patients (and/or custodial parents)
decide who may have limited or comprehensive ac-
cess to information contained in the medical records.
Generally, custodial parents are entitled to review
their children’s medical record at any time, except for
emancipated minors or minors with other specific
rights to confidentiality. Pediatricians have a crucial
role in mediating discussions between parents and
adolescents to minimize conflicts over access to this
information. Preadolescents and adolescents may
also have other rights to confidentiality and may
limit access to their medical records based on their
age, the nature of their diagnosis, or other factors
delineated by state or federal law.%” These rights
must be recognized and protected by all parties with
access to the patient’s medical record and should not
be diminished by federally mandated standards for
privacy of health information.

Patients (and/or custodial parents) should be
aware of the risks associated with authorizing the
release of health information for purposes unrelated
to patient treatment and consider the following:

e the sensitivity of the information,

¢ whether the data have been requested by a pri-
mary or secondary user,

e the stated use for the data,

¢ whether limited or complete access to patient data
has been requested,

* whether the data identify patients or are blinded,
and

* whether the data are analyzed and reported as
independent or combined with other patient infor-
mation and analyzed and reported as aggregate.

The Institute of Medicine has delineated three lev-
els of security based on the nature of the specific
health information in a patient record: nonprivileged
(least sensitive), privileged (sensitive and tradition-
ally confidential), and deniable (extremely sensitive
and confidential).® Electronic security tools such as
electronic signatures, passwords, encryption, patient
identifiers, clinician authentication, and audit trails
may permit graduated levels of security, with ex-
tremely sensitive information receiving the most se-
curity protection. Required data collection and re-
porting to secondary users, however, may make it
difficult to protect sensitive information about sexu-
ally transmitted diseases,” adoption,'®'? physical
abuse,’® substance abuse,*® human immunodefi-
ciency virus infection,'®!” sexuality,'®*! genetic disor-
ders, cancer, and mental health. Health information
that is divided to permit only limited access to or
selective release of required data may afford addi-
tional security, such as the use of separate sections
(in paper-based medical records) or password pro-
tected data fields (in electronic medical records).

MEDICAL RECORD RELEASE FORMS

Patients should not be required to give uncondi-
tional release of their medical records to unknown
sources. Unlimited permission may expose patient
records to inappropriate use of the medical informa-
tion. In group practices, in practices owned by cor-
porate entities, and for the purpose of obtaining con-
sultation, clinicians may share medical information
as needed to provide treatment. Clinical and admin-
istrative staff need to understand the limitations of
their access to patient information and their respon-
sibility to protect the patient’s right to privacy. Pedi-
atricians or their affiliated institutions should enforce
disciplinary action for inappropriate access to or dis-
closure of patient health information by clinical or
administrative staff. Signed release forms should be
obtained to document authorized releases of health
information. Pediatricians or their affiliated institu-
tion should keep all original medical record docu-
ments.

Anonymous patient information and data to be
used for medical education, research, or public
health functions should be accessible under standard
protocols monitored by appropriate bodies, such as
institutional review boards (IRBs).?* There may be
situations, however, in which researchers need ac-
cess to medical records that identify patients’ records
only accessible by entities under the purview of an
IRB with appropriate security to protect the patient’s
privacy. Specific statutes may mandate disclosure
without informed consent, as in cases of child
abuse.” In the absence of appropriate IRB approval
of access to medical records for research purposes,
the individual medical record should only be ac-
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cessed or transferred with the informed consent of
the patient (and/or custodial parents).?

ACCURACY AND INTEGRITY OF MEDICAL
RECORDS

Pediatricians or their affiliated institutions are re-
sponsible for the accuracy and integrity of their med-
ical records. Information contained in medical
records should be accurate, objective, legible, timely,
and comprehensive. Once an entry is made into the
medical record, it should never be deleted.? If it is
later determined that specific information in an entry
is incorrect, it may be changed by the clinician as
long as the original entry remains legible and the
corrected entry is clearly marked, dated, and ini-
tialed. Changes made to electronic medical records
are done more easily and may be more difficult to
discern. Clinicians using electronic information sys-
tems should verify that security protocols are in
place to ensure against unauthorized changes or at-
tempts to modify the electronic record. With the
same procedure as that used by clinicians, patients
(and/or custodial parents) also may append written
comments to the medical record.

ELECTRONIC TRANSMISSION OF HEALTH DATA

Pediatricians should use reasonable security prac-
tices to safeguard the confidentiality of patient data
when patient records are transmitted electronically,
whether by facsimile, electronic mail, the Internet, or
other channels. Ideally, patient information transmit-
ted electronically should be sent to a specific person
who agrees to be responsible for the information
once it is received. Health information should not be
transmitted to an unidentified receiving station. To
maintain confidentiality, use of cover sheets with
privacy disclaimers and requests for return receipts
for transmitted data are appropriate and prudent
strategies. Software products are available to encrypt
sensitive medical information and may improve the
security of the transmission. Once the transmission
of the medical record has occurred, federal regula-
tions should mandate that the privacy of the health
information is the responsibility of the receiving
party and that the information is used exclusively for
those purposes stated in obtaining the record. In-
formed consent from the patient must be obtained to
use the information for any other purpose.

ELECTRONIC BILLING

The shift from paper-based accounting to elec-
tronic billing and reimbursement with federally
mandated uniform format requirements may prompt
clinicians to use outside sources for certain electronic
data interchange (EDI) functions. These EDI clear-
inghouses or value added networks receive elec-
tronic transmissions from an affiliated institution (for
example, a physician office or pediatric clinic), trans-
late the data into the required electronic format, and
transmit the data electronically to the payer. EDI
vendors should be accredited to ensure that their
data security systems meet the federal standards for
patient privacy and security. Under current HIPAA
regulations, penalties of $100 per violation, not to

exceed $25 000 per person per year, may be imposed
for failing to comply with these standards. Conse-
quently, institutions that have used an accredited
EDI vendor should not be liable for vendor errors.
Federal standards for electronic transmissions super-
sede state law unless the state receives a waiver from
the Secretary of Health and Human Services. State
Medicaid programs should be required to comply
with federal EDI standards.

HEALTH REGISTRIES

The development of health registries indicates that
certain elements of an individual’s medical record
may need to be accessible by the public.?® Health
registries are organized systems for collecting, stor-
ing, retrieving, analyzing, or disseminating informa-
tion on individuals with a particular disease, risk
factors, or exposures to a substance or circumstance
known to cause adverse health effects. Registries
may be operated by federal government agencies
(eg, the National Exposure Registry), universities
(eg, Surveillance, Epidemiology and End Results, a
cancer registry), nonprofit organizations (eg, United
States Eye Injury Registry), private groups (eg, trans-
plant registries), or state governments (eg, electronic
birth registries, newborn laboratory screening sys-
tems, and immunization registries). Plans for im-
plementing a unique patient identification (UPI)
number as part of the HIPAA administrative simpli-
fication provisions were stopped when it was per-
ceived that the establishment of the UPI could create
a national health databank. This raised concerns re-
garding patient privacy and medical record confi-
dentiality. The federal government decided to halt
development of the UPI standard until federal stat-
utes or regulations protecting the privacy of health
information are in place.

More than 20 states have begun to establish im-
munization registries and many others are consider-
ing legislative proposals to authorize them. Such
public health measures are intended to protect the
community from outbreaks of vaccine-preventable
diseases, to assess the cost-effectiveness of care, and
to simplify the reporting of data to state health agen-
cies or local schools. However, without appropriate
security protections and prospective patient authori-
zation to release immunization data, vaccine regis-
tries may contribute to the erosion of privacy of
patient health information. California has recently
enacted legislation granting health care professionals
access to immunization databases without the pa-
tient’s consent. When the benefits to the public out-
weigh the need for patient privacy, pediatricians
may choose to support such a program? but should
ensure that potential liability risks associated with
releasing patient data to a registry are minimized.
Before collection of immunization registry data com-
mences, adequate privacy protections need to be in
place, including restricted access to data entry, up-
date, review and release; strict penalties for unautho-
rized disclosure; and protection of the registry sys-
tem from court order or subpoena. The registry staff
should provide written policies describing the pri-
vacy and security standards, which should be dis-
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seminated to registry employees, immunization pro-
viders, patients, and parents. These policies should
explain the purposes for which the data are to be
used, the parties that will be allowed to input and
receive data, and the requirement for written autho-
rization before any data are released for purposes not
intended by registry policies and regulations.
Pediatricians need to protect the information in
their patients” medical records. Federal requirements
supersede less protective state laws and no existing
rights to privacy presently afforded to patients, par-
ticularly to minors, should be expunged, limited, or
restricted by new federal privacy standards. HIPAA
legislation does not intend to reduce the privacy
protections currently afforded pediatric patients.

RECOMMENDATIONS

1. Pediatricians should understand and abide by leg-
islative and regulatory requirements that address
the confidentiality, secure transmission and stor-
age, and public accessibility of patient medical
information.

2. Pediatricians or their affiliated institutions should
accept the responsibility for protecting the confi-
dentiality of their medical records by personnel
education, office procedures, and security strate-
gies that are in compliance with federal standards.

3. Pediatricians should advocate for the ability to
access medical information for properly regulated
medical education, research, and public health
functions that undergo periodic and systematic
review of their appropriateness and that comply
with applicable patient confidentiality and re-
search regulations.

4. Pediatricians should urge policy makers to weigh
the administrative burdens and risks to patient
confidentiality against the projected benefits to be
derived from medical data being collected, pro-
tected, analyzed, or disseminated either publicly
or privately.

5. Pediatricians should support legislation to require
payers to notify their insured at least annually
whether the payers may review their medical
records. Such notification should identify the re-
viewers and the data, and purposes (for example,
continuous quality improvement, review of
claims, or accreditation) for which the data are to
be used.

6. Patients (and/or custodial parents) should be ad-
vised of the risks associated with signing uncon-
ditional releases for their health information.

7. Patients (and/or custodial parents) should know
their rights to keep their medical information con-
fidential. Insurers should be required to inform
them of the consequences to their insurance cov-
erage should they refuse the insurer access to
medical information. Patients should be notified
of regulatory or legislative requirements that may
require outside access to their record.

8. Patients (and/or custodial parents), within the
limits of statute, should have the right to review
their medical records. They should be permitted
to append comments to chart notations that they
believe incorrect or incomplete, to authorize the
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10.

11.

12.
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release of health information, and to request in
writing a copy of their medical records.

. Pediatricians or their affiliated institutions have a

right to retain original medical records. On receipt
of a written request from the patient authorizing
the release of their medical record, pediatricians
or their affiliated institutions may provide a sum-
mary or photocopy of the complete record and
may charge reasonable fees for providing copies.
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